ABSTRACT In this paper, we explore the physical-layer security in a wireless network consisting of multiple user pairs in the face of multiple eavesdroppers, which are deployed by an adversary for tapping the confidential transmissions of the user pairs deliberately. We propose a friendly jammer-assisted userpair selection (FJaUPS) scheme to improve the security-reliability tradeoff (SRT). Conventionally, a friendly jammer is used to transmit the artificial noise that is specially designed onto the null space of the main channel (spanning from the source to legitimate destination) for the sake of not interfering with the destination. However, due to the presence of the channel state information estimation error, it is impossible to guarantee that the artificial noise perfectly lies in the null space of the main channel, resulting in a certain interference received at the legitimate destination caused by the friendly jammer. Hence, the impacts of the friendly jammer on the legitimate user transmissions and eavesdroppers are taken into account for evaluating the wireless SRT performance, which are quantified by the so-called self-interfering factor and jamming factor, respectively. Moreover, we derive the SRT of the proposed FJaUPS, as well as the traditional round-robin schemes over Rayleigh fading channels. For comparison purposes, we also provide the SRT result of the conventional pure user-pair selection (PUPS) in computer simulations. In addition, it is shown that the proposed FJaUPS schemes outperform both the traditional round-robin and PUPS methods in terms of their SRT.
I. INTRODUCTION
Due to the increasing number of user pairs in wireless networks, user-pair selection has been widely investigated from the academia, since it is capable of boosting the spectral efficiency by utilizing the diversity gain. In [1] and [2] , the round-robin scheduling was examined to improve the spectral efficiency, where all users take turns in accessing their shared radio resource. More recently, the proportional fair (PF) scheme was studied in [3] and [4] . From the security aspects, multiple eavesdroppers may be deployed by an adversary around the legitimate user pairs deliberately, which attempt to tap the confidential information transmitted by the users. Meanwhile, if a user pair with the low instantaneous channel gain is selected to transmit in a given resource unit (i.e., time slot or frequency band), the data transmission rate will be decreased or the transmit power will be increased in order to meet a reliability requirement, leading to an increasing risk of the eavesdroppers succeeding in tapping the user transmission. Hence, it is of importance to investigate the user-pair selection for the sake of improving the wireless reliability and security concurrently.
Meanwhile, some research efforts have been devoted to improving the wireless security from an informationtheoretic perspective [5] . Specifically, physical-layer security [6] , [7] can be used for improving the security of wireless communications by utilizing the physical characteristics of wireless channels. In [8] , multiple-input multiple-output (MIMO) was studied to improve the wireless physical-layer security for guaranteeing secure transmission. In [9] , cooperative beamforming is designed to enhance the physical-layer security for a new cognitive radio network. Moreover, relay selection methods [10] - [13] were investigated to improve the SRT performance of the legitimate users' communications, which is an interesting performance metrics, and does not adhere to the notions of weak and strong security [32] . As an alternative, jamming schemes [14] - [17] were also explored to improve the wireless security performance. Hybrid relaying and jamming schemes are explored in [18] - [20] . In [21] - [24] , a jammer can be capable of either eavesdropping passively or jamming any ongoing transmission.
In this paper, we investigate the physical-layer security for a wireless network consisting of multiple user pairs in the presence of multiple eavesdroppers. The remainder of this paper is organized as follows. In Section II, we present the system model. In Section III, we propose the FJaUPS scheme, and we analyze the SRT performance of the FJaUPS, and round-robin schemes over Rayleigh fading channel. In Section IV, we provide the theoretical and simulation results of the FJaUPS and roundrobin schemes. Finally, Section V provides some concluding remarks.
II. SYSTEM MODEL
As shown in Fig. 1 , we consider a wireless network consisting of multiple user pairs, denoted by U = {U i |i = 1, · · · , N }, and D = {D i |i = 1, · · · , N }, in the face of M eavesdroppers, denoted by E = {E l |l = 1, · · · , M }, where M is variable, similarly to [30] . Observe that the formulated system model in Fig. 1 is applicable to some existing standards, like Bluetooth. In addition, a friendly jammer is employed to transmit artificial noise for interfering with the eavesdroppers, which is denoted by J , where J is equipped with multiple antennas, and other nodes in Fig. 1 are equipped with single antenna. Moreover, the black solid lines, dotted lines and red lines represent the main links, wiretap links and jammer links, respectively. Additionally, the eavesdroppers may not interfere the legitimate transmission, as they are assumed to be passive in the considered scenario. Furthermore, Rayleigh fading channels are used to model all transmission links, which can be extended to other fading channels.
Let [10] and [25] , the channel distribution information of the wiretap links can be achieved.
Let P t and P j denote the transmit power of U i and J , respectively. For the sake of a fair comparison with the PUPS method in terms of power consumption, P t +P j is constrained to P s , where P s represents the transmit power of the nodes in the PUPS scheme. The thermal noise received at any node is modeled as a complex Gaussian random variable with zero mean and variance N 0 , denoted by n d i and n e l , respectively. Meanwhile, let x i denote the signal transmitted by the users. Let γ t , γ j and γ s denote represents the expected value operator. Due to the CSI estimation error, the artificial noise will interfere with both the legitimate destinations and eavesdroppers, which are called self-interfering and jamming, respectively. The selfinterfering factor and jamming factor are denoted by ρ and η, respectively.
Without loss of generality, we consider that the user pair U i − D i is selected to transmit its signal. In addition, J is adopted for transmitting the artificial noise simultaneously. Hence, the received signal at the D i can be given by
where v jd i represents the mixed self-interfering signal received at D i from a friendly jammer with multi-antenna. Conventionally, the friendly jammer is incapable of interfering with legitimate destination, which means v jd i = 0. However, due to the presence of the CSI estimation error, it is impossible to guarantee that the artificial noise perfectly lies in the null space of the main channel, leading to a certain interference received at the destination. From (1), the capacity of the U i −D i channel is obtained as
where |·| 2 represents the modular square operator. Meanwhile, the wireless transmission of the U i − D i link can be overheard by the E l . Generally, a friendly jammer is specially designed onto the full space of the wiretap channel. Due to the presence of CSI estimation error, the impacts of the jammer on the eavesdroppers may be imperfect. Similar to v jd i , denoting CGRV v je l as the mixed jamming signal received at E l from multi-antenna of a friendly jammer with zero-mean and variance η, the received signal at the E l yields to
From (3), we can obtain the capacity of the U i −E l channel as
In this paper, in the spirit of [30] , we consider that the eavesdroppers are independent of each other in intercepting the transmission of the U i −D i link, which means that they do not collaborate with each other in intercepting the transmission of the legitimate link. Thus, the signal transmitted by the U i will be tapped successfully if any eavesdropper succeeds in decoding the signal. Thus, the overall capacity of U i − Es channels can be written as
Noting that although only the uncoordinated case (the eavesdroppers perform independently in intercepting) is considered in this paper, similar results can be obtained for the coordinated case in which the eavesdroppers collaborate with each other.
III. MULTI-USER SCHEDULING AND SRT ANALYSIS
In this section, we propose a friendly jammer assisted userpair selection (FJaUPS) scheme. Moreover, we analyze the security-reliability tradeoff for the proposed FJaUPS scheme as well as the traditional round-robin scheme.
A. THE ROUND-ROBIN SCHEDULING SCHEME As a benchmark scheme, we analyze the traditional roundrobin scheme for comparison purposes. With the round-robin scheme, all user pairs participate in transmission one by one.
For example, in the first time slot, the user-pair U 1 − D 1 transmits; then, in the i-th time slot, the user-pair U i − D i transmits; and the user-pair U N − D N transmits in the N-th time slot. According to [10] , the security and reliability can be quantified by the intercept probability (IP) and outage probability (OP), respectively. Therefore, without loss of generality, considering that the user-pair U i − D i transmits in the i-th time slot, following [26] , the OP of the user-pair U i − D i with the traditional round-robin scheme can be shown as
where R is the data rate.
Substituting (2) into (6) yields
where and ρ. Moreover, denoting X = |v jd i | 2 , we rewrite (7) as
Based on [10] , the source signal can be successfully decoded by an eavesdropper when the channel capacity of the wiretap channel becomes larger than the data rate, and an intercept event is considered to happen in this case. Hence, we can obtain the IP of the user-pair U i − D i with the traditional round-robin scheme as
From (5), (9) can be rewritten as
where |h u i e l | 2 and |v je l | 2 are exponentially distributed random variables with respective means of σ 2 u i e l and η. Using (8), (10) can be shown as
where E k denotes the k-th non-empty subset of the elements of E, and |E k | is the cardinality of set E k . Meanwhile, as above mentioned, with the round-robin scheme, all user pairs can take turns in transmitting their signals. Consequently, from (8) and (11), the OP and the IP can be expressed as
and
respectively.
B. THE PROPOSED FJAUPS SCHEME
This subsection presents a friendly jammer assisted user-pair selection (FJaUPS) scheme, where a user-pair with the maximal instantaneous capacity is selected as the optimal userpair to transmit in a given resource unit. Thus, the optimal user-pair selection criterion can be written as
where o denotes the index of the optimal user-pair.
Substituting (2) into (14), it yields to
As shown in (15) , only the CSIs |h u i d i | 2 of main links are taken into account in the proposed FJaUPS scheme, without considering the CSIs |h u i e l | 2 of the wiretap links.
Meanwhile, following [10] , a centralized or distributed way can be used to select the optimal user-pair. Specifically, in a distributed way, each user-pair should maintain a timer, where a timer's initial value is set inverse proportionally to the corresponding C u i d i . Once the timer of a user-pair runs out first, which will be selected as the optimal user-pair. In contrast, the best user-pair is selected according to (15) with a centralized scheme.
Following [26] , from (14) , the OP of the proposed FJaUPS scheme can be shown as
Substituting (15) into (16), (16) can be written as
Similarly to (9) , the IP of the proposed FJaUPS scheme is given by
Using the law of total probability [27] , (18) can be obtained as
where the closed-form expression of Pr(max
can be obtained by using (10) . Using the results in Appendix A, Pr(max
) can be obtained as
Substituting (10) and (20) into (19) , P FJaUPS IP can be obtained as
IV. NUMERICAL RESULTS
In this section, we present some numerical results of the proposed FJaUPS scheme as well as the traditional round-robin VOLUME 4, 2016
and PUPS schemes in terms of their SRT. With the PUPS scheme, user pairs transmit without assisting of a jammer, and a user pair with the maximal transmit rate, may be selected to transmit in a given resource unit. It is pointed out that λ me is defined as λ me = σ 2 m σ 2 e . Additionally, the analytic outage probabilities and intercept probabilities of the round-robin, and FJaUPS schemes are obtained by plotting (12) , (13), (17) , and (21), respectively. The data rate of R = 1bit/s/Hz is used in our performance evaluations. In Fig. 2 , we show the SRT of the round-robin, PUPS, and FJaUPS schemes for different number of eavesdroppers M . One can observe from Fig. 2 that as the number of eavesdroppers M increases from M = 2 to 4, the SRT of all schemes degrade. Nevertheless, given a certain number of eavesdroppers, the SRT performance of the proposed FJaUPS scheme is better than that of the traditional round-robin and PUPS schemes. The simulated IP and OP results of the three schemes are also provided in this figure, where the term (S.) represents the simulated results, and the term (T.) denotes the theoretical results. Furthermore, the difference between the simulated results and theoretical IP and OP is negligible, proving the correctness of the SRT analysis. Fig. 3 shows the SRT of the round-robin, PUPS and FJaUPS schemes for different number of user pairs N . One can see from Fig. 3 that as the number of user pairs increases, the SRT of the FJaUPS and PUPS schemes improve, showing the advantage of exploiting multiple user pairs for improving the SRT. In other words, increasing the number of user pairs can be used for protection against eavesdropping attacks. However, when the number of user pairs increases from N = 4 to 40, the SRT of the round-robin scheme keeps unchanged, which can be explained that without considering user-pair selection, the user-pair can take turn in transmitting with the round-robin scheme, leading to no SRT benefits achieved with an increasing number of user pairs. In Fig. 3 , it is also shown that the proposed FJaUPS scheme outperforms the traditional round-robin and PUPS schemes in terms of their SRT for N = 4, N = 8 and N = 40 cases. Moreover, given a specific OP P FJaUPS OP = 10 −2 , the IP of the FJaUPS scheme decreases from 10 −1 to 10 −4 , as the number of user pairs increases from N = 4 to 40, which shows that under a specific outage probability constraint, the IP of the proposed FJaUPS schemes is decreased as the number of user pairs increases. As N → ∞, the IP of the FJaUPS scheme may be negligible. Hence, the secure transmission can be guaranteed with the FJaUPS scheme. In addition, the designed tradeoff between the OP and the IP is that the IP upgrades when the OP degrades. Although the FJaUPS and PUPS schemes outperform the round-robin scheme in terms of their SRT, they rely on complex CSI feedback and can't ensure the fairness between the user pairs, whereas the roundrobin scheme does not require such elaborate CSI feedback and can guarantee the fairness. Fig. 4 illustrates the SRT of the round-robin and FJaUPS schemes for different pairs of (ρ, η). One can see from Fig.  4 that as the factor ρ decreases and η increases, the SRT of the FJaUPS scheme improves accordingly. Conversely, with an increasing self-interfering factor ρ and decreasing jamming factor η, the SRT performance of the proposed FJaUPS scheme would degrade significantly. Furthermore, Fig. 4 also illustrates that the proposed FJaUPS scheme outperform the traditional round-robin scheme in terms of their SRT for both (ρ, η) = (0.05, 0.95) and (ρ, η) = (0.15, 0.85) cases. Fig. 5 depicts the intercept and outage probability of the round-robin and FJaUPS schemes vs P t /P s . One can see from Fig. 5 that as P t /P s increases, the outage probabilities of the FJaUPS and the round-robin schemes decrease accordingly, whereas the corresponding intercept probabilities of the FJaUPS and the round-robin schemes increase, demonstrating the existence of the security-reliability tradeoff between the IP and the OP in the presence of eavesdropping attacks. Meanwhile, the IP of the round-robin is almost the same as that of the FJaUPS scheme. In contrast, the OP of the FJaUPS scheme is better than that of the round-robin scheme. Hence, given a specific OP constraint, the IP of the FJaUPS scheme would be smaller than that of the round-robin scheme. Moreover, observe from Fig.5 that a minimum total probability of the OP and the IP exists in each scheme, when the user pairs and a friendly jammer adopt different power allocation. Fig. 6 illustrates the SRT of the round-robin, PUPS, and FJaUPS schemes under different eavesdropping case, wherein the term (MRC) denotes the maximal ratio combining. It is pointed that in the coordinated case, the signals overheard by different eavesdroppers can be combined by using MRC. It is seen from Fig. 6 that the intercept probability with MRC may be higher than that of the uncoordinated case (the eavesdroppers perform independently in intercepting). Although the intercept probability with MRC outperforms that of the uncoordinated case, this result is achieved at the cost of a higher implementation complexity. Moreover, the proposed FJaUPS scheme also outperforms the PUPS and round-robin schemes in terms of their SRT in the M ≥ N case.
V. CONCLUSION
In this paper, we investigated a wireless network consisting of multiple user pairs in the face of multiple eavesdroppers. We proposed a friendly jammer assisted user-pair selection (FJaUPS) scheme. For comparison purposes, we also considered the conventional round-robin and PUPS methods as our benchmarking schemes. Moreover, we analyzed the SRT performance in terms of deriving the closedform intercept and outage probabilities over Rayleigh fading channels. It was illustrated that the FJaUPS scheme outperform the round-robin and PUPS schemes in terms of its SRT. Furthermore, as the number of user pairs increases, the SRT of the proposed FJaUPS scheme significantly improves, demonstrating the wireless security and reliability benefits of exploiting multiple user pairs.
APPENDIX A DERIVATION OF (20)
, and ϒ u k = Pr(max
), we have
Using (8), (A.1) can be expressed as
where f Z (z) is the PDF of Z. Moreover,
where C m denotes the m-th non-empty subset of the elements of U − {i}, and |C m | is the cardinality of set C m . Moreover, using (8) , f Z (z) can be obtained as
Substituting (A.3) and (A.4) into (A.2), ϒ u k can be given by
For notational convenience, based on [28] , we denote T (µ, β, n) by
Moreover, for simplicity, we assume that the average channel gain of σ 2
These assumptions are used in the literature [13] and [30] , and they are valid in a statistical sense when all user pairs are uniformly distributed over a certain geographical area. Hence, using (A.5) and (A.6), ϒ u k can be obtained as In addition, he has acted as a TPC member for various IEEE sponsored conferences, including the IEEE ICC, the GLOBECOM, the WCNC, the VTC, and the ICCC.
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